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Abstract— Current intrusion detection and prevention systems known worms and viruses) but is not helpful in detecting othe
seek to detect a wide class of network intrusions (e.g., Do&tacks, attacks (e.g., scans, DDoS attacks) which are not chaizater
worms, port scans) at network vantage points. Unfortunatey, even by a signature withira single packetbut by unusual behavior

today, many IDS systems we know of keep per-connection or per .
flow state to detect malicious TCP flows. Thus it is hardly sur- acrossa set of packetsn this paper, we concentrate on detect-

prising that these IDS systems have not scaled to multi-giggt NG and mitigating such attacks (that can only be detected by
speeds. By contrast, both router lookups and fair queuing hee  behavior across a set of packets) at network vantage points.

scaled to high speeds usingggregationvia prefix lookups or Diff- While anomaly detection also targets such attacks [2],
Serv. Thus in this paper, we initiate research into the questn as anomaly based detection is often very general, and works by

to whether one can detect attacks without keeping per-flow ste. . - o ; “ ”
We will show that such aggregation, while making fast impleren- first automatically identifying a baseline for “normal” meirk

tations possible, immediately causes two problems. Firsaggrega- behavior (using say wavelets [2] or change point detec¢n [
tion can causebehavioral aliasingwhere, for example, good behav- and then flagging deviations from such behaviors as possible

iors can aggregate to look like bad behaviors. Second, aggrated  attacks. A difficulty with the most general approaches iakest

schemes are susceptible tepoofingby which the intruder sends iqhing hormal behaviors because most network traffic behav
attacks that have appropriate aggregate behavior. We exame . . .
iors evolve in unpredictable ways.

a wide variety of DoS and scanning attacks and show that sev- ' )
eral categories (bandwidth based, claim-and-hold, portsanning) Network based behavioral approachesA simpler (but less

can be scalably detected. In addition to existing approactsefor general) approach to anomaly detection is to look for viotet
scalable attack detection, we propose a novel data structarcalled of specific behaviors, where a description of the bad behswvio

partial completion filters (PCF) that can detect claim-andhold at- . . . . )
tacks scalably in the network. We analyze PCFs both analytaly has beerpreprogrammednto the detection device. In this pa

and using experiments on real network traces to demonstrataow ~ P€r, We will refer to such techniques as network based behav-
we can tune PCFs to achieve extremely low false positive andi§e ioral approaches. Such approaches have been widely deploye
negative probabilities. ([41, [5], [6], [7], [8]. [9D).
To be effective, anomaly detection must run at a network van-
|. INTRODUCTION tage point where it sees a lot of traffic. A minimal deployment

While the very success of the Internetis due to its open mod& uld be at the edge of a subnet; a more useful deployment

in which any computer can send to any other computer, tﬁ'lv'I;OUId be at the enfrance o a network; a potential future de-

openness also allows attackers to send malicious messages oyment would be within ISPs. Notice that for some attacks

can cause damage to other hosts and networks, sometime%ug{1 as DoS, itis helpiul to detect the attack as upstrealrein t

great cost. Thus the field of network security has sprung upanI1taCk path as possible, to reduce the collateral damagedau

an attempt to prevent or mitigate attacks against camptzx-ento mnolcent sources that share the attack path until thetitate
prise, and ISP networks. device: _ . . .
The earliest network security solutions attempted to secyr RUNNing a detection device at the edge of a network requires
Internet hosts usingnti-virus software running at end-nodes hat the detection device operate at link speeds of 1 Gbps and
andfirewalls installed at network vantage points (or, more rdhigher. Such positions also expose the detection system to a
cently, at hosts themselves). Unfortunately, end-nodedaddrger numper of flows making it more dlfﬁc_ult._But most cur-
approaches must be widely deployed within a network to prEEnt behavioral based approaches do maintain per-flow. state
tect against attacks. They also do very little to mitigatacsa O €xample to detect port scans, Snort maintains a largevec
width attacks that may be blocked at the end-nodes but cdif Source to count all t_he ports and destinations each sourc
sume so much internal network bandwidth that the network {ks to. Notonly does this plugin take a large amount of spac
unusable. Similarly, most distributed denial-of-serip®oS) but it also slows down the Snort code considerably when it is

attacks and scans routinely penetrate firewalls using #aserfnaPled. Bro [10] also maintains per-flow state in order to de
services such as HTTP or email. tect evasion and other attacks. Similar observations hmid f
For these reasons, a number of researchers and vendors F2RY other approaches to detecting DDoS [9].

suggested perimeter defenses that sit at the entrancenorkst 10 mMeet the speed challenge, several vendors (e.g.,
or subnets. Besides firewalls, a traditional approach has béletScreen, Fortinet) and researchers are implementirgg-det
to dointrusion detectionand sometimes mitigation) at suchfion in hardware. While signature detection is being done in
points. Two classical approaches to intrusion detectioreha |~ ) ) ]
beenanomalv detectioandsianature detectionSianature de- While thl; might argue for moving dete(_:tlon close to sourtieis does not

. . Yy g ) g9 work well either because often we have little control ovegu® sources and
tection [1] is useful to detect an important class of attgekg., their networks.



hardware, it has proved difficult to speed up network based li2DoS and scan detection, and propose a specific new scalable
havioral approaches. technique called Partial Completion Filters (PCFs). We-ana

Scalable attack detectionThe main question we examinelyze behavioral aliasing and spoofing characteristics ¢i$i6
in this paper is whether it is possible to scale behaviortl nelifferent deployment scenarios.
work detection to very high speeds. To begin to grapple with 3. Evaluation: To evaluate the efficacy of PCFs, we use a
this question, it is instructive to consider other netwankd- theoretical model later validated by real traces from twtedi
tions that have been made to be scalable. Both in the casenf ISPs. For example, in an OC-48 traffic trace for an entire
IP lookups and network QoS, scalability has been achieveed day, we were able to identify about 517 attack flows out of a
aggregationto reduce the state used by the function so as total of 30.36 Million flows over the entire trace period.
fit into high speed memory. For example, Internet lookups in The rest of this paper is organized as follows. In Section Il,
routers use prefix aggregation to store around 150,000 peefiwe describe the kind of scanning and DoS attacks, calledhpart
for the entire Internet. Similarly, DiffServ uses class @@®- completion attacks, we consider in this paper. Sectiomttb-
tion to avoid per-flow state in core routers. duces a scalable mechanism, PCFs, to detect partial comple-

Aggregation helps with forwarding performance for the foltion attacks and describe a theoretical analysis that shdws
lowing reasons. First, the number of connections/flows &t nét is resilient to behavioral aliasing and (in some deplogisg
work vantage points can easily scale into the millions, sl t to spoofing. In Section IV, we describe experimental evalua-
does not scale with the increases in the size of high speed meion of PCFs for scalable monitoring and detection of pértia
ory. Second, the highest speed memories (on-chip and afémpletion attacks, scanning based attacks. Section \aicent
chip SRAM or cache) scale far more slowly than the numbénplementation details of PCFs in routers followed by redat
of flows. work in Section VI and conclusions in Section VII.

Thus we ask :can we use aggregation to reduce the state
required for behavioral attack detection®/hile several types
of attacks (e.g., evasion, TCP hijacking) have been pravéet
impossible to detect in a scalable fashion [11], we will shiow  We restrict our focus in this paper to analyzing the follogvin
this paper that under some minimal assumptions, scan aetecthree different types of attacks.
and DDoS detection (and perhaps several others) can ingeed WPartial completion attacks:Such attacks are also known as

II. ATTACK CLASSIFICATION

detected scalably using aggregation. claim-and-hold attacks. The basic theme in these attadks is
The use of aggregation for scalable attack detection imimedrab a precious resource and not release it thereby dergting s
ately creates two fundamental problems: vice to legitimate clients. The classic example of a pacibh-

« Behavioral aliasing One form of behavioral aliasing oc-pletion attack is syn-flooding. In syn-flooding, the attacke:
curs when a set of well behaved connections aggregatdigges several connections to the server by sending TCP SYN
look like bad behavior, creatingfalse positive For ex- packets with spoofed IP addresses and never terminates any
ample, when detecting a port scan, if we aggregate sevephthese connections. In a variant called Naptha [12], the at
sources into an aggregate, while each source may talkt@gker initiates a connection and finishes the initial threg
only a few distinct destinations, the aggregate may lodkandshake, but does not do any further activity forcing thve c
like it is talking to lots of destinations. A rigorous argu-nection to time out. In both these attacks, we can see that the
ment [11] can be based on this intuition to show that aprecious resource namely, connection memory, is claiméd bu
tempts to scalably detect port scans using such a predicagver released.
do not work. A second form of behavioral aliasing occurs Attacks that do scanningHost scanning represents an im-
when the aggregate behavior of several badly behaved cpa+stant component of several attacks including most worim ep
nections looks like good behavior fase negative demics [4], [13], [14}. Thus several recent worms such as
« Spoofing: Spoofing occurs when an intelligent attackeEode Red-1l [16], Nimda [17] etc., propagated by scanning
subverts the detection mechanisms by suitably spoofiather vulnerable hosts in the Internet. A second example is
the attack to appear benign. For example, the SYN-DO@obing for backdoors installed on various machines eifrer
approach to syn-flood detection [9] does a first level of agtalled during worm infection or by other means such as esus
gregation by keeping state only on a per-destination ba§igch activity also exhibits scanning behavior. Finally;iban-
(not sufficient, but a good start) for the difference betwedal (multiple hosts and same port) and vertical (one maghine
SYNs and FINs going to each destination. Such a schemmelltiple ports) port scans are often performed by attackers
can always be spoofed by the attacker sending spuriqueliminary reconnaissance to identify a large number &f vu
FINs that do not serve to finish any active connection bograble hosts in the Internet. Henceforth, we refer to thege
only confuse the detection mechanism. iad activities as justcanning
We believe that any scalable intrusion detection mechanismBandwidth attacks:Finally, the third kind of attacks we dis-
must deal with these two issues. Thus the contributionsisf tiuss in this paper are what are commonly calteshdwidth
paper are as follows: attacks In such attacks, an attacker or a set of compromised
1. Framework:Our paper initiates the study of scalable atslaves (zombies), continuously pound a victim with a large
tack detection schemes. We use behavioral aliasing and-spoq, _
Note that there exist worms that spread through other meah&ience do

Ingasa framework to a”a'}’_ze such technlques. not exhibit scanning; for example, MyDoom spread throughieand a Kazaa
2. Technique:As a specific example, we focus on scalablesctor [15].



f .
Extraction of various Fields / b output. At the end of a measurement interval, these counters
for Hash Generation are a” reset

‘ ‘ ‘ % ‘ ‘ ‘ ‘ ‘ ‘ The expected value of these counters is zero if there ard equa
Comparator Greater than Threshold number of SYN/FIN packets in a given flow. However the
el T I T T A TT] standard deviation i@(\/ﬁ) afterJ_V_ packets. Thus a penign
xtraction bucket may have fairly large positive counters (causingefal
Fuhgions |  Comparator positives) while a bucket containing an attack may be besdull
(T AT T 1T T1] down to zero (causing a false negative). The tricky part is to
Comparator show thatboth false negatives and false positives stay within
control for reasonable parameter values.
AINTAN AT oo S TION COUNT One might hastily conclude that PCFs are the same as mul-
PER HASH BUCKET tistage filters first proposed in [23] to detect heavy-hitiwrs
e aei in the network. This is not true for the following three reasp
Than Threshold 1. Non-monotonicityln multistage filters (and in fact in all
Fig. 1. Partial completion filters Bloom filter [26] variants), the counters are only increnseht

and never allowed to be negative.

2. False negativesBloom filters and multistage filters have
number of packets, crippling normal services. In other suehly one-sided errors; there are no false negatives. Unfort
attacks, the attacker can take advantage of other machinesdtely, since PCFs allow counters to decrease, they ca® caus
amplify the magnitude of traffic directed towards a particul false negatives.

destination. Smurf [18], fraggle, and reflector attack fa8 3. Different analysisThe analysis of PCFs using the Central
into this category. The common theme in all such attacks lismit theorem (Section I11-B) is very different from the spte
huge traffic volume. counting argument for multistage filters.
Also, the design of a PCF reflects a delicate balance between
lIl. DETECTION OFTCP SCANS AND PARTIAL false positive and false negative rates. For instancegusore
COMPLETION ATTACKS than 3 stages is almost always a bad idea for PCF while it is

. . . i always a good idea for multistage filters.
It is fairly immediate to see that bandwidth attacks have

scalable solutions using existing techniques such as MU%- Behavioral aliasing in PCFs

TOPS [20], sketches [21], [22], multistage filters [23] andls ) ) ] ) ]

such as Autofocus [24]. On the other hand, these techniqued? this section, we provide a theoretical analysis thaweslo
do not work well to detect TCP flood attacks since the traffiéS t0 predict the behavior of as well as tune PCFs in real net-
volume of SYNs (especially early in the attack tree) may reot BVOTk settings.  The analysis is in three parts. In Part 1, we
large enough compared to the volume of benign traffic. SaMill use the Central Limit Theorem and tail bounds on Gaus-
pling [25], [23] works best for bandwidth attacks because at@n distributions to bound the false negative and falséipes
attack with a large traffic footprint is more likely to be samProbabilities, which in turn determines the operating 0§
pled. However, it is not at all clear how sampling can be uséd-Fs. In Part 2, we identify how to use PCFs to detect flows
to detect partial completion and scan-based attacks whigh hthat greater than a given threshold. Finally, in Part 3, we an
much smaller traffic footprints. Given the importance ofsine alyZe the false positives and false negatives in the presenc
low traffic attacks, in this section we introduce a new datacst Other bad flows. . _ .
ture — partial completion filters (PCFs)hat can detect both Before we proceed, note that if a flow begins and ends in a

scanning attacks and partial completion attacks even wiesn tgiven measurement interval, then the contribution of that fl
correspond to small traffic volumes. to the counters would be 0. However, due to the presence of in-

tervals, there can be benign but malformed connectionst, Fir
a connection may be long-lived, in which case it contribities
SYN to one measurement interval, and its FIN to another mea-
Partial completion filters identify flows with high imbalasc surementinterval. Second, a connection may retransrhitiits
between two types of control packets that are usually bathncHowever, as a first-order approximation, we can assume that a
For example, benign TCP connections consist of equal nugennection is equally likely to retransmit its SYN. In priaet
ber of SYN and FIN packets — PCFs can be used to detd@@P has a built-in asymmetry that makes SYN retransmissions
SYN-flooding that involves transmitting only SYN packetsda happen slightly more often than that of FIN retransmissions
hence high imbalance between SYNs and FINS). After using our first-order model (with equal retransmigsio
PCF data structure consists of parallel stages each cpmebabilities), we show how this small bias can easily be cor
taining a set of counters. Packets are hashed basedrected for in Section IV-A. Third, route churn may cause the
the header fields using multiple independent hash functioBYN to be seen but not the FIN, but in that case, during an-
(Figure 1) and counters indexed by these hash functionsareather interval due to another route churn, it might see tie FI
cremented/decremented for the two types of control pacKetsbut not the SYN. On average, a set of measurement intervals
all the counters indexed by the hashes of a packet are abstieuld be able to smooth out this noise. In [27], the authors
a particular threshold (exhibiting high imbalance), thevfis have experimentally verified that the routes are stable en th

A. Partial completion filters: algorithm



scale of a few minutes. So, we believe that the noise gertkrab®unds the noise range of the filterde with very high prob-
due to route churn is not really significant. Nevertheless, oability. Another reason to add stages is to reduce the pibbab
analytical model captures this effect as well. In all thesses, ity of false positives that occur when an unattacked detitina
we can simply assume that in a given measurement intereal, ttashes into a bucket containing an attacked destinati@a (di
probability of a SYN or a FIN is 0.5. cussed in part 3).

Part 1, Estimating noise range of PCFs:Without loss of  Therefore, if the number of stages increases, the probabili
generality, since the counters are chosen at random, letnis chat a benign flow maps to all counters greater tBardrops
sider one particular counter and a particular measuremeti exponentially However, false negatives, i.e, the probability that
val. Let X; represent the random variable that represents thdlow greater thaBo goes undetected increadeearly. This
value added to the counter in thi trial. X, is 1 with prob- is because if the flow maps to at least one counter for which the
ability 0.5 and is -1 with same probability. The expectation ofiegative noise cancels out its contribution, it appearsgoen
X; sayp is 0, and standard deviatianis 1. After n trials, we The more stages we use, the more likely it is for the flow to
are interested in what the final value®f= """ | X; is. This map to one such counter.
represents the current counter value assuming that thaeroun Due to an exponential decrease in the false positive prob-
started at zero. In the case of SYN-FIN correlation, thisbhem ability and linear increase in the false negative probghik
represents the number of excess SYNSs or FINs that havea@rrigenall number of stages can drastically decrease the fakie po
for this bucket. tive probability without causing the false negative prabighb

The exact distribution for counter values follows a bindmiayo too high. For example, we show later (in Section IV-A)
for which it is difficult to estimate tail probabilities in @éed that choosing 3-4 stages often reduces false positive piiidiga
form. Fortunately, for sufficiently large values of, the Cen- while keeping false negative probability low enough.
tral Limit Theorem assures us that the binomial distributtan Dynamic setting of threshold TAs we have seen, the noise
be approximated using a Normal distribution. Thus we can ustnge of the filter is dependent on the number of packets in
cookbook Normal tables to obtain confidence bounds on tttee given measurement interval. How then can we dynamically
probability that the counter value is above a particulaeshr adapt this threshold ? There are many ways we can approxi-

old. If X =370 ) X5, mate the exact count of packets in a given interval. One €mpl
way is to use the count of number of packets in the previous
X—n-p 1 b —22/2 interval as a means to estimate the threshold. If the traffsd
Pria< — <b| =— e dz _ . . . . .
o-\/n 27 Ja not exhibit drastic change in different intervals (if theégrvals

are suitably small), then this estimate of the thresholdaiam
As if we chooseq = —3,b = 3, also,u = 0,0 = 1, then correct. One other way to choose this threshold is basedsin pa
history of this particular link. However, if we explicitlyes the
Pr [|X| < 3\/5} = 0.9987 threshold to a reasonably large value, as we show in the next

art of the analysis, there would be no need to dynamicaly ad
Note that these bounds can be found in statistical tables QLt the thresho)I/d y y

Z-ratios (€.g., [28]). Therefore, counters of buckets agring Part 2, Using PCFs to detect flows greater than a thresh-

only unattacked destinations should approximately lieninit old T: Earlier, we have obtained a theoretical bound on the

3 times the standard deviation timgs.. For example, in a noise that PCF counters are susceptible to, even if all thesflo

measurement interval suppose there are 10 million SYN/FU?Ere benign. The noise arising from other benign flows is ad-
packets. Alsp, letthe number of bucket; pe 30.0(.)' The eX@eqﬁtive with that of a malicious flow that hashes to these btske
numbe_r of trlals_ per bin WOUI.d be 10 million divided by 300C]—|ence, a flow of sizes can hash to buckets that lie between
which is approximately 3300 i.e, = 3300. s — 30, ands + 30 with high probability. Hence, if we choose

From the above_ probability (\:7Ic_ulation, th_e probabilitatth the PCF threshold to BE, false negatives (flows of size greater
the counter value is less than v/3300 = 172 is rather large, thanT are undetected) increases. So, we should choose the

and in fact0.9987. So, even if all the connections were benigny £ threshold to be at lea&t— 30. However. this increases
the counters can be between -172 and 172 with very high proRa ¢4se positives since now, a flow of siZe— 6o can, due to

ability. Thi_s determines _the operating range_of PCFs. Nuae t the positive noise, appear as a malicious flow with high proba
we can build more sensitive PCFs by choosing a larger num (ﬁfty

of buckets so that the noise range becomes smaller. In fact th From this analysis, we can see that if we are interested in
noise range of PCF is inversely proportionalt@, wheren is flows greater than size T, choosing a threshold valug ef3c

the number of buckets in PCF. allows us to guarantee two properties. First, PCF ident#iles

The probability that a be”‘Q” flow maps to any countq, s it greater than T with high probability. Second, ifiPC
greater than the calculated noise3ef is 0.0013. In order to identifies a flow, the flow is at least of siZe— 6o with high
reduce this even further, we addparallel stages to the PCF‘probabiIity

;‘;()eopropalriglty tha’glrk stages tlhe goun:g;;ilgg igr:a_te; thaln Part 3, Estimating false positives and false negatives in
th (azmb'l'te P;‘{'g;‘sl%{%g“pﬁ) hgco ¢ I. or II_Tr,f the presence of attacksSo far, we have analyzed those cases
€ probabriity 1s2. 197X which s extremely small. ThiS \yhere we found the false positive and false negative prdibabi
3And for reasonably large measurement intervals on redidraf is indeed in the presence of one malicious flow. In the presence of mo_re
large enough number of attack flows, a subset of the buckets appear large in



creasing the number of false positives. We now estimate fals In the network, if we assume that the detection mechanism
positives in the presence of a number of attack flows. cannot see both directions of the traffic, the attacker caityea
For the analysis, let us assume that therebaattack flows. spoof the PCF by transmitting an additional FIN packet along
Itis easy to prove that the expected number of buckets tolwhiwith the SYN packet. We show how to make SYN flood detec-
theseb attack flows hash to is(1 — (1 — 1/n)®), wheren is tion spoof resilient usingeverse pattleployments in next sec-
the number of buckets. We call such buckets as bad bucketdidfi (Section I1I-E), though this will require an inversiothe
b < n, this expected number of bad buckets is approximateijck is to hash source addresses (as opposed to destigition
b. Any flow, even if it is benign, that hashes to one of thesethe reverse path to identify victims. This is because, witho
buckets in all the three stages is deemedhtack flow The collusion from inside the network, the attacker cannotdédahe
probability that a flow hashes to one of these bad bucketsén orictim to send FIN packets.
stage is given by/n. Fork stages, the probability ,(S%)k The 2. TCP scanning detectiomt a network vantage point, dur-
. L k . ing TCP scanning activity such as portscan, a detectiorcdevi
expected false positives now is given ()5!) - f wheref is the .
. cgn observe a large number of SYN packets to a particular port
total number of benign flows, namely the bad flows subtract% . .
Ut with no corresponding FIN packets that correspond talleg
from total flows. . .
tearing down of the connection.

For example, suppose the total number of flows were, Say"l'herefore, for the detection device the key abstract behavi
250,000 out of which 500 of them were genuinely bad ﬂow%at signals a TCP scan is the presence séarcethat sends
Let us assume that the total number of buckets is 1000 pe

stage and there are three stages. The expected numbe?{) ge number of SYNSs to various destinations and destimati

buckets into which these 500 bad flows hash to is appro orts without sending a corresponding FIN. Thus, a PCF(SYN,

.- FIN, <SIP>) can be used to scalably detect a TCP scan by
mately 394. Therefore the expected number of false positive_ . .
is (394/1000)% x 249,500 — 15, 265. If there were only 100 hashing based on source IP addresses and zeroing in on such
bad flows, then the number of false positives is only about opPurees thathave a large SYN-FIN imbalance. . :
. . .~ In the network, if we assume that the detection mechanism
As we can see from this analysis, the number of false positive L !
. . . cannot see both directions of the traffic as we have assumed,
increases super-linearly with the number of bad flows. Irsas . : :
where the number of bad flows is only around 20, the numbtgren PCF methods are easily subject to spoofing. One approach
" I i i u u
of false positives decreases to close tg one ' S'to ignore spoofing because most attackers employ tools suc

0 . . ) as NMAP [29] that do not spoof today; however, we will show
A similar analysis applies to false negatives. In the preeerh
I

of a reasonable number of flows with larger negative SYN-F pw to make detection spoof-resilient using bidirectioded

differences, some of the buckets become unreasonably.sn{?’:\ﬁyments (in scenarios where we can see both directions of

Any flow that maps to these buckets would not be detecteg .f.ﬁc) n Sect|_on lIl-E. Ne_xt, we apply P.CFS for scalgblermo
iforing of partial completion and scanning attacks in thé ne

However, this case is less often, since SYN packets usually
. rk.
dominate FIN packets for any flow.
The bottom line from the analysis is that one can tune PCFs
appropriately to obtain reasonably high probabilities efiettt- D. Applying PCFs for Attack Monitoring

ing a partial completion attack or a TCP scan, while makmg PCFs can be applied to characterize attack flows in an online
sure there are not too many false positives. Note that des

. ) . Fh%shion, in contrast to current approaches that rely oniypass
the small chance .Of missing an attack, !f _several r_outerben ttraces. Note however that, for the ease of validation, we use
attack pat_h are using this scheme, then itis more likelydhat real traces to evaluate PCFs in Section IV. Using PCFs, we
of them will detect the attack. can identify attack flows (sources and destinations usifigreli
ent PCFs or can be combined into one by hashing each packet
C. Applying PCFs to detect partial completion and scannin@Vice)' count the estimated size and duration of attacksaak
attacks able fashion. We will show in Section IV-B.2 our experiences
o . with PCFs in scalable characterization of attack flows.

Notation: We use PCF(A, B, C) to der_wote a PCF that incre- As we have seen earlier, PCF(SYN, FINDIP,DP>) based
genttsh(d?clrgments) dotn a;]TChPtE acketll/v 'tth flags A (B), and Utr destination IP address, port pairs can detect the déetisa

is Pe |_e| (s) usle o das e p::ac eh. d ion devi under attack in a scalable fashion. We call thisftrevard path

- Partial comp etlo_n etectl_O nor the detection EVIC, 4t the attack since we infer DoS activity based on the attack

the key abstract behavior that signals a SYN flood to a deSt"baackets going towards a victim
tion is the presence of destinationthat receives a large num- PCF(SYN, FIN, <SIP,SP>) based on source IP address
ber of SYNs from various sourcésThus a PCF(SYN, FIN, ort pair can be effective in monitoring based on theerse

<DIP,DP>) can be used to scalably detect a TCP SYN ﬂoopath of the attack. This follows the fact that a victim under

attack by hashing based dastinationP address, port pairs. attack generates several SYN-ACK packets but no correspond

4Note that unlike a number of other approaches like backscft our ap- ing FIN paCke,tS' This is because the -connectllon typicalgsdo .
proaches work regardless of whether the attacker emplogeessl spoofing. NOt get established, and even when it does, it does not termi-
Thus we can detect DDoS attacks that use a large army of zern(ibireas- nate, Together, the forward and reverse path PCFs can aid in
ingly common today) that often use true IP addresses. Welsardatect re- labl itori d ch terizati f tial cagtioh
flector attacks, reflector servers use true IP address tddtiensince it sends S¢alabie moni (?I’_Ihg 6?” Characterization o pa_lr 1al can!

a response packet to the original request packet. based DoS activity with an ISP network domain. The forward



path PCF however is spoofable, but the reverse path PCF is
spoof-resistanés we discuss later in Section IlI-E.

Network telescopes [6] based on “backscatter analysis” are
currently employed to infer world-wide DoS activity in a sca
able fashion. Network telescopes however, cannot detect ce
tain types of attacks such as those that do not employ random
spoofed source IP addresses. For example, reflector afigiks
where a large number of attackers send packets to listening
servers with source IP address spoofed with that of a vidtira t
generating a flood of responses from these listening sediers
rected to victim, can not be detected using a network tefgsco
PCFs on the other hand can easily detect such attacks.

A quick comparison between telescopes and reverse path
PCFs is given below, while actual trace driven compa
isons between the two schemes are presented later
Section IV-B.3.

« Reliance on source address spoofibgtwork telescopes
can only detect attacks that employ spoofed source ad-
dresses. PCFs, on the other hand, do not depend on this
feature. Thus PCFs are capable of detecting reflector
based attacks, and other attacks using “zombies” that do
not employ source address spoofing.

« Reliance on TCPNetwork telescopes can observe source
address spoofed attacks using a wide variety of protocols
including TCP, UDP, ICMP as opposed to PCFs that are
designed only for TCP.

« Reserved IP spaceNetwork telescopes have an inherent
trade-off between detection time and the size of the unused
private address space they watch: the larger the space, the
faster the detection. PCFs on the other hand, do not require
any reserved IP space.

« Geographical scope:Network telescopes receive the ag-
gregate traffic sent from any source under attack that uses
address spoofing towards the private IP space reserved for
it. Hence, network telescopes have much wider geograph-
ical scope in contrast to PCFs that have only local scope.

As we can see from the comparison, PCFs can be a viable and
scalable complementary solution for general TCP-imbaanc
detection that passes through the detection device. It ean b,
widely deployed without any issues. On the other hand, tele-
scopes are invaluable for the global detection of DoS astack
(based on fake source addresses)fatanonitoring points. A
combination of network telescopes and PCFs can scalably de-
tect partial completion attacks in the network.

E. Deployment and spoofability of PCFs

In this section, we apply PCFs to partial completion attacks
and scanning attacks and discuss their spoofability pti@ser

Partial completion detection:Since spoofing is dependent *
on the particular instance of deployment, we first discuissligr
various network deployment options of interest, and distiis
spoof resistance of each option. Figure 2 shows these deploy
ment options.

« Near sourcesA PCF(SYN, FIN,<SIP>) can easily iden-
tify those sources that are generating many SYN pacﬁﬁ

BackScatter
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Eﬁ’] 2. Deployment options.

potentially be used to monitor sources of attacks. How-
ever this is subject to spoofing using a variety of mech-
anisms. Sample spoofing mechanisms include the send-
ing of fake FIN packets, the use of carefully crafted TTLs
for FIN messages that only crosses the monitor but never
reaches the victim. Attempting to defend against the daz-
zling variety of spoofing options is a virtual impossibility
we choose instead to finesse this issue by espousing re-
verse path PCFs because it is harder for the attacker to
control the reverse path.

Outgoing/incoming edge of an ISP or customer network
A PCF(SYN,FIN, <DIP,DP>) could be deployed at the
edge of an an ISP network or a large customer network to
detect attacks to destinations that originate or are dicect
towards their domain. This constitutes tfoeward path

of the attack (which is controlled by the attacker). The at-
tacker can again spoof using either FINs before SYNs, or
using FINs with TTLs that expire early. Note that this par-
ticular spoofability arises from uni-directionality ogffic.

If we assume a bi-directional model, then PCF (incoming
SYN, outgoing FIN,<DIP,DP>) is not spoofablesince it

is hard to forge a packet in the opposite direction.
Outgoing edge of an ISP or customer netwd?iCF (SYN,

FIN, <SIP,SP>) can detect destinations in the domain un-
der attack. This follows the fact that a victim under attack
generates several SYN-ACK packets but no corresponding
FIN packets (since connection is never really established,
even if it did doesn’t terminate). This &oof-resistant
since the attacker cannot force the victim to generate a FIN
packet without legally tearing down the connection. We
call this thereverse pattof attack. Later in Section IV-B.3
we focus on this particular deployment of PCF to scalably
detect backscatter in the network

Near destinations:This case is similar to that of the in-
coming edge of an ISP or customer network and hence
spoofable in uni-directional but not spoofable in bi-
directional detection model.

5More accurately, to spoof this scheme the attacker will rieekdave ma-
hines under its contrah the victim domairthat can send fake FIN packets. If
e attacker already has such power, it is unclear why taekait needs to stop

ets but no FIN packets. This deployment scenario couddlsimple DoS attacks of victims.



Fundamentallyany approach which observes only the forA. Part I; Validation and tuning of the model

ward direction (active SYN-FIN(ACK)) of TCP traffic (as is of Recall our assumption that the probability of a SYN and FIN
ten the case in the network) to a particular destination is-sujg equal to 0.5. How accurate is it really ? There are a set of
ceptible to spoofing.This is because an attacker can alwaygsyes that warrant adjustment to the model. In this seatien
manufacture packets in the forward path (some of which cggefly discuss these issues and discuss how to correctygiadi
die before they reach the victim via low TTLs etc.) that l00khe pehavior of PCFs for real traffic.
exactly like valid TCP connections. In the first part of our results, we validate and tune the model
Scanning detection:PCF(SYN,FIN<SIP>) can detect at- to possible deviations from these assumptions. These poten
tacks that involve scanning hosts for vulnerabilities. lgoer, tial idiosyncrasies in real traffic determines the opegatange
a clever scanning approach can easily spoof the PCF (or am usefulness of PCFs. Unless explicitly stated otherwise
other full state approach) that only sees one direction ef thised a measurement interval of one minute, and used a total of
traffic. On the other hand, by assuming a bidirectional mods$h00 buckets for our evaluations. Since attack detectioe ti
(where PCF sees both directions of traffic, usually true at tis directly dependent on the measurement interval, we @&oos
edge), we can scalably detect hosts that are scanning fer oth minute for the measurement interval. The number of buckets
hosts. is usually dependent on the memory constraints on the router
In the bi-directional model, the PCF increments for the SYNo implement PCFs with 5000 buckets and 3 stages, we need
packet going out and a FIN packet coming in to detect scambout 480 Kbits of memory, that can be easily accommodated
ners inside the network. In order to detect a scanner outsiddoday’s routers.
the network, PCF correlates between in-bound SYN packet andQ1. How does the asymmetry between SYNs and FINs affect
out-bound FIN packet. Note that this deployment of PCF is ntite results?In the theoretical model, we assumed that the ex-
susceptible to spoofing since, the originator of the scanatanpected value of each counter is 0 since the packet can be a SYN
force a non-existent host to generate a FIN packet in the ap-a FIN with equal probability. However, in reality, thisnst
posite direction. Similarly, PCF(SYN, FIN<SIP, DP>) can true. The expected value of the counters is close to zerodiut n
detect horizontal scans for specific ports in a scalableidash quite zero. This is primarily due to the fact that there areepo
too and can be madgoof-resistant tially a larger number of SYN retransmissions than that of Fl
retransmissions in a connection. This is plausibly becthese
round-trip delay has not been calculated when a SYN is sent (a
opposed to a fairly accurate value when the FIN is sent); thus
estimates that are too low will lead to more unnecessary SYN
retransmissions.

We evaluated PCFs on a set of real traces that belongs to WO <o note that some connections are torn down by RSTSs as

ISPs, ISP&'T;S%B[’).WS cl)gt;u'r&eg.fri)rr:si)AllgDé_ [?)OO]I' SLheBtéacigpposed to FIN packets. One way to take into account this bias
are named 1SF-A DIr-0, 157-A Pir-L, 157-B DI, 157-B DIFdq 14 gecrement for the RSTs along with FINs. We decided how-
corresponding to two different directions of traffic. Allebe

; _ ever to capture all these effects into a single parametézdcal
links have _OCT48 capacity. ) ) ) “bias”. This positive bias accounts for all irregularitidsat

The main aim of these experiments is two-fold. First, Wgyise from SYN-FIN differences and can be appropriately set
want to validate the theoretical analysis of PCFs when efplithe problem with this positive bias is that, even a reasanabl
in real settings; any deviations from analysis can be useth® ,;mper of these flows with the positive bias can now aggregate
and modify PCFs. Second, we want to gather experience Usi{ggqook like a bad bucket. Hence, in actual practice, the mean
PCFs to scalably detect attacks (in the categories weaslri pa5 (o be set to a positive value. The analysis however remain

ourselves to earlier) on real network traces. the same, except that the threshold for detection has taleel tu
We use the following terminology throughout the evaluatiopased on the positive bias.

section. First, a “flow” is any unique tuple over a subset of Figure 3(a) shows the numberaDIP,DP> pairs (any other

packet contents. For example, if the aggregation is ovetsfiekind yields similar results) for different SYN-FIN diffenee

SIP and SP, all packets that bear (say)92.168.10.1, 88 as  values ranging from -10 to 10. We chose 10 as our cut-off point

the source IP, port pairs (perhaps with different destimatP  since beyond this value, it is reasonable to expect thatahey

addresses or ports) is termed a flow. Note that the word flowditliers. From Figure 3(a), we can observe that the arearunde
the usual sense is often referred to as the 5-tuple; for thedf  the right half of graphz = 0 to 2 = 10) is higher than that

a better word, we used this somewhat loaded term in a differgsh the left sidelz = —10 to = = 0). The amount of positive
way. bias that needs to applied to each counter per flow is equal to
A flow is said to becorrectly identifiedf both the full-state the weighted mean of the SYN-FIN differences.
approach and PCFs identify that the flow has a value greateSuppose all flows (e.g.DIP,DP> pairs) on an average have
than the threshold. A flow on the other hand ifase posi- a positive bias of: (average SYN-FIN difference for all flows
tive if PCF indicates that the flow has a value greater than thex). Then we have to modify the threshold to take into account
threshold but using the full-state approach we find that the fl this positive bias. In our counter model, suppgswere the
does not have a value greater than the threshold. Simikrlytotal number of flows, and be the total number of buckets.
false negativeefers to those flows that have not been identifiethen, the expected number of flows that map to a particular
using PCFs but were detected using a full-state approach. bucket is going to b%. But since, these flows have a genuine

IV. MEASUREMENT ON REAL TRACES
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Fig. 3. PCF validation and tuning. We first characterize dpetiehavior to tune the model. We later, show how to selectyeumof stages based on the trade-off
between false positives and false negatives.

positive bias, the expected value of each countﬁr:is% - x. Beyond 3 stages, we can see that there is really little gain in
Therefore, instead of an expected value of 0 used in the Ndhe false positive rate. In addition, false negatives bégjiim-

mal approximation, if we use the new expected value (the stammease. In fact, from the figure, 3 stages represent the "lafee

dard deviation remains same), the probabilities would =il  the false positives curve with diminishing returns from iadd

main the same. In other words, more stages. Henceforth, we operate with 3 stages for the res
' of the paper for our evaluations.

Prla< X - % T b} _ R /b =212, Q4. Why is the false positive rate still high?A curious

~ o-yn T V21 Ja reader can immediately notice that in the earlier plotshdue

the theoretical threshold, the false positive rate is mughdr

Now again, fora = 3, b = -3, p=1,0 =1, that what we have predicted using our analysis in SectieB,|II

part 1. This is due to the fact that, in the presence of a large
Pr {|X| < iz + 3\/5] — 0.9987 number of flows that have a high imbalance in the counters (bad
b flows), the number of false positives increases as we have ana

Our new threshold value has to be modified to include thi$zed before in Section I11-B, part 3. In fact, we found thagt
positive bias, resulting in a new term equalgt@+6\/ﬁ. Recall _number of rov_vs_ that were anomalous_was close to 100. Us-
that f is the number of flows, andis the total number of events'™9 9’ an_aly5|s n S_ect|on lll-B, the estimated numbe_r tida
per bucket (SYN-FIN packets in the case of partial compteticpos't'ves |n3 pro_porfuon to the t(_)gal number of flows is about
attacks). (100/5000)° which is close tal0~°. We can see that the false

The theory above suggests that the model can be adjustea‘?g't've proportion is close to this value in the plots.
account for this bias we observe in real life. In the next ex- One way to reduce the false positives in this case is to add an
periment, we evaluate the significance of this bias. Fig(ipp 3 €Xtra threshold (beyon_d th.e theoretical threshold.valuhuth
shows the relationship between the bias and the false yositd that calculated taking into account bias). This can ipote
ratio. For the traces we used in this figure, we can see ti§i@{ly restrict the number of attacks of interest to a lowueal
a reasonable bias of 0.5 reduces the number of false pasiti(/@nly the heavier attacks will be identified — in fact maybe de
dramatically, although we calculated empirically that dcéual sirable) but it also reduces the number of flows that will moni
bias for the ISP A and B traces was less than 1. Choosinéoéed- We can even adaptive_ly vary the threshold based on the
high value of the bias increases the threshold but the dpgramount of flow memory available. In [23], the authors sug-
range of the filter becomes smaller. gest a heuristic algorithm that adjusts the threshold baséle

SummaryWe see that for some traces more than the othefdnount of flow memory in the context of heavy hitter detection
bias effects the number of false positives significantlynéte  USing multistage filters. We can use a similar algorithm o th
this factor must be appropriately set (we assume hencefortW€ can operate within the memory constraints of the router.
threshold of 0.5) to a reasonable value. For the set of tnaees  Summary The false positive rate is higher in the presence of
considered, a bias value of 0.5 worked well in all cases. @ large number of bad flows. A way to decrease the false pos-

Q2. How many stages are necessary in PAR this experi- itive rate to a reasonable value is to increase the thrediesld
ment, we evaluate empirically the number of stages reqiriredyond our current theoretical value. This remains a compsemi
the PCF to sustain a reasonable false positive rate. Figaje detween the available memory resources, expected number of
shows the variation of false positives and negatives with iattacks and so on.
crease in the number of stages from 1 to 10. Again, the y-axisQ5. How big should the measurement interval be Phe
represents the average proportion of false positivestivegdo next important issue is how to choose the measurement inter-
the total number of flows. From the figure as well as our theal. A plausible first guess could be to choose a very small
oretical analysis, 3 stages represents a good trade-adfitacce  measurement interval. In any scheme, a small measurement in
the false positives while keeping the false negatives tora-miterval, while facilitating fast detection, lacks a cleagrsature
mum. to infer an attack. A large measurement interval on the other



hand increases the time of detection. Usually the choickef tthat the attack duration varies depending on the partidoda-
measurement interval is dependent on the scenario of appliton of the monitor. In Figure 4, we also characterize the rat
tion. We choosene minuteas our measurement interval for alland total size of the attack. About 20% of attacks discovared
our experiments. However, we hasten to add that this can I8#-A trace had more than 1200 SYNs per minute, roughly 20
varied depending on the situation. Note that this implieg thSYNs per second constituting much heavier attacks. Sirtular
we require multiple copies if we want to simultaneously adhe attack duration, we observed that the characteristitseo
commodate multiple applications with different requirense total attack volume varied significantly across traces.
However, typically PCFs need to operate with the smallest in 3) Comparison of DoS detection with state-of-the-art net-
terval among requirements across all applications. Ariaihe work telescopes:As promised earlier in Section I11-D, we con-
tion is to divide the set of buckets into multiple classeshwi ducted an experiment that provides empirical comparisen be
each class of buckets operating at different measuremeemt intween PCFs and backscatter analysis using network telescop
vals. For the purposes of this paper, however, we operate wit/e used a trace, BACKSCATTER obtained on Jan 22nd, 2004

one measurement interval and one threshold. at 2pm from the CAIDA network telescope. Simultaneously,
we obtained a trace from ISP A Direction 0 and Direction 1.
B. Part Il : Experience with PCFs: The main intuition in comparison with the backscatter appho

In this section, we present our experience (attack ideatiﬁds that PCFs should be able to detect sources that are generat
tion and characterization) with PCFs over real traces. \&fe aind & lot of SYN-ACK packets in response to a SYN-flood and

compare our scheme with the Network telescopes approach/i§fce should be aggregated based on sources.
scalable monitoring, followed by detection of scanningvétgt On ISP-A direction 0 and 1, PCFs detected about 19 and 33

in our traces. flows in the reverse path as shown in Table |. At the same time,
1) Experience with PCF on ISP-A OC-48 linfhrough this the telescopes detected about 776,990 different flows. kenve
experiment, we discuss briefly our experience with PCFs ov@ily three destinations were detected by both PCFs and tele-
large time periods (1 day). The main aim of this experime&€0pes, that too in only one direction of the traffic. We helie
is to discuss how PCFs operate over large time periods aldhi$ occurred because the scope of any one router espeéially
with a general characterization of SYN floods observed imsul is @ transit router (as in our case) is much smaller thah tha
periods. We set the PCF threshold to 150 (theoretical thteshOf the total backscatter. Unfortunately, we cannot verifis t
is 60) , which allowed us to identify attacks of size gredvant hypothesis with the traces available to us. For one of thesflow
2.5 SYNs per second. Recall once again that we use the t&g@inmon to both backscatter and PCFs, PCF received a huge
“flow” to represent any unique tuple over a subset of packBumber of SYN packets while backscatter detected only one
contents. We only had access to ISP-A's Direction 0 trace fBacket. We conjecture that this attack did not employ enough
an entire day. The total number of unique destination IP agPoofing hence was not detected by the backscatter telescope
dresses in the full trace was about 5.16 Million over therenti We also found that a large percentage of attacks that we ob-
day. The total number of uniqueDIP, DPort> pairs was over Se€rved in the router trace were not observed by the telescope
30.36 Million. Similarly, the number of unique sourcesSIP, This could be due to either of two reasons. One is that the at-
SPort> pairs were found to be approximately 1.9 Million andacks were mostly reflector attacks which did not employ $poo
30.9 Million respectively. In all, we have observed a toféd7 ing as a method to bombard the victim. In these cases, the tele
attack flows that were detected by PCF in the forward path. \§60pe cannot detect any backscatter. The other reasontm®uld
had 6 false positives and 0 false negatives reflecting theaeffi the presence of DoS attacks which are single or multiplecgour
of PCFs. About 40% of the attacks found lasted for less tha#facks that do not employ spoofing. We have manually verified
a minute and 85% less than 10 minutes. A similar observatiite existence of both in our trace.
has been made by the authors in [31]. Summary:Comparison of the reverse path PCF reveals that
2) Attack characterization using PCFs on other tracése  both telescopes and PCFs can identify attacks the otheratan n
now present the characterization of partial completioacks The telescope observes worldwide DoS activity that prityari
that we detected using PCFs on both directions of ISP-A andeBploys packet spoofing. Any attacks such as reflector attack
one hour traces. Table | shows the number of attacks idehtifier a DDoS attack with a set of zombies with no spoofing never
for each trace and the corresponding false positives asd faleach the telescope. On the other hand, reverse path PCF is
negatives using both forward path and reverse path PCFs. gidivious to address spoofing but suffers from a much smaller
before, we have used a PCF threshold of 150 to identify thesgope. The intersection set is rather small, making RGfesn-
attacks. plementary solutiomo backscatter for scalable attack monitor-
For brevity, we only show the characterization of the attadkg.
flows obtained using the reverse path PCFs. Figure 4 counsfists 4) Scanning Detectionin this section, we use PCFs to scal-
CDF plots that show the relative distribution of the attack@ ably detect scanning in the network. We conducted two sets of
PCFs identified in both directions. From the Figure, we olexperiments to validate our findings — one based on aggoepati
serve that in ISP-A traces, 30% of the attacks identifieckthstusing source IP Addresses, and the other using source IP Ad-
through the complete duration of the trace (60 minutes). Vdeess, destination Port combinations as discussed indBdtti
have observed similar behavior in the forward path (not shovn order to validate whether the sources we have found are in-
here) as well. However, for the ISP-B traces, we observed thieed scanners, we counted the number of unique destinations
85% of the attacks last for less than 10 seconds. This poirits éound. Any source which generated SYNSs but no FINs for more
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Trace Code| Attacks identified False Positives False Negatives
Fw. Path| Rev. Path| Fw. Path| Rev. Path| Fw. Path| Rev. Path
ISP-A Dir-0 68 19 2 0 1 0
ISP-A Dir-1 39 33 1 1 0 0
ISP-B Dir-0 34 12 0 0 0 0
ISP-B Dir-1 41 47 0 0 0 1
TABLE |

SUMMARY OF FLOWS WE IDENTIFIED USINGFORWARD AND REVERSE PATHPCFs ON VARIOUS TRACES USING A THRESHOLD OA50.
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really portscans, we plot the number of identified sourcel wi

ISP-A Direction 0 ——

. P8 Brection increasing number of destinations in Figure 5. In other wprd
256 1yt ISP-B Direction 1 e+ on the x-axis we vary the number of destinations in steps 0f 10

and we plot on the y-axis the number of sources identified by
PCF that have sent SYN packets (but no corresponding FIN) to
more than x destinations. From these Figures, we can observe
. that a large number of the sources that have been identified by
B e ) PCFs have failed connections to more than 500 destinations —
2 Sosmagonr portscans.

" For brevity, we only showed the results using a PCF on
0 590 1000 1500 2000 200 3000 3500 4000 4500 5000 <SIP>. Results obtained using:SIP,DP> for horizontal

Number of Destinations pOTtSCElnS were similar.
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Fig. 5. Port scan detection using PCFs. Figure plots sointeesified by PCF
that <SIP> alone. The y-axis represents the number of scan sourceffietn
by PCFs that have more than x destinations (for varying x). V. IMPLEMENTATION

We now discuss an architecture for implementing PCFs in
) o _ _ high end routers. PCFs can be implemented on the line card as
than a particular number of destinations, we positas beinga 5 gedicated ASIC that obtains the relevant fields of the gacke
port scan for our comparison. The question at hand is whethgich as source IP address, source port, destination IPsagdre
PCFs can scalably detect such scanners. Note that PCFs bage#nation port, protocol, TCP flags and so on. This process
on <SIP>, fundamentally observe sources which are genergfpes not require too many modifications, since routers @yrea
ing too many failed connections generating SYNs but no FINgptain destination IP address from the packet header. REF th
This counting of destinations is only a step we can use tarascgses these fields to simultaneously update the counters-in di
tain ourselves that these sources are indeed scanners. ferent stages and identifies those packets that map to lsucket
This approach combines two traditional approaches of soafiose counter value is greater than the threshold. The mecha
detection — counting events in a given time interval [32], [1nism then involves PCFs triggering a rule in the access obntr
and observing failed connections [33], [10]. PCFs idertifigist (ACL) in the forwarding path that will allow the captucé
sources that generate many SYNs but no corresponding FiN& packets belonging to that particular flow to obtain farth
(corresponds to failed connections) in a given time intervdorensics.
Note that in situations where there are a limited number of Upon detection of an attack, the attack stream can then be
end-hosts such as in an enterprise, heavy weight schemes stigerted through a special port in the switch by configuring
as [34] might be practical. PCFs allow scalable and efficietie ACL appropriately. This stream can now be examined fur-
detection of scans in situations where scalability is i@ ther using other techniques such as hop-count based fijterin
(hence heavy weight approaches are impractical). or active probing using RST-cookies [35] etc., in the nefwor
In order to establish that the sources identified by PCFs wecevalidate the authenticity of the packets. There are sfigci
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available vendor boxes such as that by Arbor Networks [8] &PICE [47] is an offline analysis algorithm to detect stealth
Riverhead Networks [36] that can further characterize the &cans (scans which are of low rate) and cannot be performed
tack stream. Basically, PCFs can be used as efficient trigger scalably in the network. A recent paper by Jung et.al [34]\app
full-flow forensics without having to resort to expensiveahe threshold based random walks for fast portscan detectibe. T
anisms in the fast forwarding path of the router. need to track for each remote host the different local hasts t
Hash Function :We used the Carter-Wegman H3 [37] haskvhich it has connected to makes the scheme unscalable.

function for PCF Evaluation. H3 hash function can be easily
implemented in hardware as it consists primarily of XOR gate
proportional to the number of output bits. To avoid synchro- ) ) o ]
nization of flows that get mapped to the same set of buckets inlt @PPears to be widely perceived that detecting intrusions
each and every memory interval, we can vary the hash functifflably within the network is a bad idea. Unfortunatelgtth -
every few measurement intervals. Any long enough malicioG&USes security devices to choose between performanceh(whi
flow might get lucky a few times (by mapping to some othd€duires low memory) and completeness (which appears to re-

bucket that aggregates with this flow to make it look benigr§Uire per-flow state). This paper is a gentle first step toward
But, if the hash function is varied every now and then, this-sy SU99€sting that this tradeoff may not be as Draconian asns co
chronization can be easily mended. monly thought. While the general problem is still very hard

(and indeed for attacks such as evasion attacks, we beliave t
aggregated solutions cannot work without causing unaecept

) ) ably high false positives), our paper shows some prograss fo
The general notion of scalable attack detection has been gdx 4 vidth-based and partial completion DoS attacks, zawt-sc

dressed independent of our work, recently by Yaar et.al8h [3 based attacks including worms
However, their work requires routers to implement marking rs is fortunate because market researchers [48] have al-
along with some header changes to support marking of packgLs, 4y hegun to warn that increases in total ownership costs f

In [39], the authors also propose a Path Identification smer@nd node and edge solutions require the network to play a pro-
for efficient identification of the sources of DDoS attackkeir ortionately larger share in detecting and combating newo

work builds on other traceback related schemes (see [3], | trusions. This paper explores this possibility in thecifie

forl fur;her rgfirgncEs on Thraceback). imol | sy context of DoS attacks and scan attacks. While we have not
n [9] and [40], the authors propose simpie stateless ) 'Hérped on this point, doing DoS detection in the network also
FIN and SYN-SYN/ACK counters in the last hop IDS So'.uuonﬁnesses the need for traceback and/or manual interveatiah,

to detect the presence 9f SYN flooding presence. \_Nh'le th‘?;\'ﬁows enterprise networks and ISPs to automatically fotgr
approach does a preliminary level of aggregation, it dogs Mtacks before they enter (or leave) their networks.

aggr_e(?atehagross dfestlna:cl_ons (or sources)l. They ali(;;do "Qore fundamental than the specific techniques discussed in
::on3| er the issue of spoofing or suggest solutions to tois-pr ;¢ paper is the general question of scalable behaviarebdes-
em. i))ection of attacks within the network. We believe this qigest

tioE(s)rtﬁz;(tthsgdlIagger?e;fgsss'etgek:(;fg:g Se_l\_/ﬁézleeir;i;ggzt ; interesting because many other network functions (fodwa
cookies [41] and SYN-cache [42] that have been widely d| g, classification, QoS) have already received considetb

loved. “Backscatt Vsis” din 161, Thisit tention in the research and product literature, and saoiatibat
ployed. “backscaller analysis' was proposed in [6]. € scale to 40 Ghps already exist. As security functions become
nique uses the reverse path attack properties of SYN-fland

infer DoS activit dth Id. Si it is rel - $lore prevalent in the edge first and then the core, it is natu-
infer Do activity around the world. sIince 1L1S relevant o 5 4, expect the same attention to be paid to scalable $gcuri
work, we provided a comparison earlier in the paper.

: : lutions.
\f/endor based solult;ggst SUICh as r?ynKéll [43i](’) Nztscr?eln [42 More than just introducing the question and suggesting a spe
gr reeé)p:er:j stourtchN f oods suct as bro L t]'éh nort [ f] CQic mechanism for some problems, our paper shows that the
€ used fo detec oods, port scans, but they (as far {&ues ofehavioral aliasingand spoofingare key questions
can ascertain) employ per-flow state. A clever hop-couredbaj

method to detect spoofing in general has been proposed in [

VII. CONCLUSIONS

V1. RELATED WORK

%@t must be addressed in any scalable solution, even ifitlye o

SR ) response is to simply ignore the problem. For example, it may
Here, the main intuition is that spoofed packets typicadlyda be reasonable to ignore spoofing until the bar is raised. éfhes

wrong Tlme-to-Lwe (TTL) value and hence ShQUId be Idem’metwo provide a simple lens to view existing and future work in
by a previously detected TTL value for a particular IP adsires : :
. . L . ) attack detection, and can perhaps suggest new solutions to a
This technique is fairly resilient to spoofing. MULTOPS [29)]
S . even broader class of attacks.
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